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+-Core:
+ . Additional fix for bug #69152 (Type confusion vulnerability in

+ exception::getTraceAsString). (Stas)

+- SOAP:

+ . Fixed bug #69152 (Type Confusion Infoleak Vulnerability in unserialize()
+ with SoapFault). (Dmitry)
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typedef

long Ival;
double dval;
struct §
char *val;
int len;
} str;
HashTable *ht; [* hash table value */
zend_object_value obj;

struct _zval_struct {

/* Variable information */

[* value */
zend_uint refcount__gc;
zend_uchar type; [* active type */
zend_ucharis_ref__gc;
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Use After Free
e PHP 5.4.400ONEWS&D

- cURL:
. Fixed bug #69316 (Use-after-free in php_curl related to
CURLOPT_FILE/_INFILE/_WRITEHEADER). (Laruence)

- Sqlites:
. Fixed bug #66550 (SQLite prepared statement use-after-free).
(Sean Heelan)
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<?php
include(”/path/to/any.file ' .png"”);
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<?php

[/ 7Py TO-FABOECHT

/T HSRFDE@RIF I v D

if (! (“.png¥z", $_GET[“module™)) {
die(“Do not upload other than .png”;

}

<?php

$module =

include(PATH_MODULE . $module);
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<?php
include(“/path/to/any.file

-png”);
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die(“Do not upload NLF)te—-7
H %00 ¥0

<?php
$module =
include(PATH_MODULE . $module);

JENLIF)E—-7

“./../../etc/password%00.png”
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<?php
include(”/path/to/any.file " .png");

- Security enhancements:
. Paths with NULL in them (foo¥0Obar.txt) are now
considered as invalid. (Rasmus)
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14 May 2015 PHP 5.4.41

. Fixed bug #69418 (CVE-2006-7243 fix regressions
in 5.4+). (Stas)

<?php

include(”/path/to/any.file .png");

ARY=LSYIR—BATHBHATIREFGL TULEHIM> I,
) unlinkZ &
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diff --git a/ext/standard/file.c b/ext/standard/file.c
index 708c3e2..21e1¢
--- afext/standard/fil
+++ b/ext/standard/f
@@ -813,7 +813,7 @ "p"9 1 7‘*R }l'I?'% *EE
char *p;
int fd;

- if (zend_parse_parameters(ZEND_NUM_ARGS()
&dir_len, &prefix, &prefix_len) == FAILURE) {
1)/ if (zend_parse_parameters(ZEND_NUM_ARGS() TSRMLS_CC, "pp", &dir,
 &dir_len, &prefix, &prefix_len) == FAILURE) §
7 return;

S CC, "ps", &dir,

}
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diff --git a/ext/standard/file.c b/ext/standard/file.c
index 708c3e2..21e1
--- a/ext/standard/fil
+++ b/ext/standard/
@@ -813,7 +813,7
char *p;
int fd;

CC, "ps", &dir,

ZPP?IE;E@"p"? 4' 7‘:*;2”;{“-‘ () TSRMLS_CC, "p ", &dir,
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OWASP Secure Coding Practices

LIS O IE AR I2HER L2 T LR 572 0

o ITXFE (%od, %oa, ¥r, ¥n)
e NREZEHITHIXFY (UBLV.¥) ZFzvI9 5,
o UTF-8DILEXNFEEY DAY R— K IR TWBIHE.
%co%aeYcoYae/ X ERIFERDEEF v I 95
(CanonicalizeZFIA LEE T Y O—T 4 > 7 MO AL E
[ZX e )
GRAE: /O . ¥xZRYKRETGIV, TlEHY FEA, BEFEICERY
RAEFTELBEIZKETEETD)

http://blog.ohgaki.net/owasp-secure-coding-practices-quick-reference-guide
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» mailBAERICEX—IAYT - > S 1733 MEsE N
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e https://qgithub.com/php/php-src/pull/1273
 https://bugs.php.net/bug.php?id=68776

[2015-01-09 09:59 UTC] yohgaki@php.net

Description:

mb_send_mail() parses additional headers and stores into
hash. During the parse process, invalid headers are discarded.

However, mail() simply check ¥o and strip trailing ¥r¥n.

Therefore, mail() is vulnerable to mail header injections via
additional header parameter.
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HA CWE

: Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal')

High : Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection')

High : Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

High : Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')

: Buffer Copy without Checking Size of Input (‘Classic Buffer Overflow')
: Incorrect Calculation of Buffer Size

: Uncontrolled Format String

: Integer Overflow or Wraparound

: Unrestricted Upload of File with Dangerous Type

: URL Redirection to Untrusted Site (‘Open Redirect')

: Use of Potentially Dangerous Function

: Incorrect Permission Assignment for Critical Resource

: Reliance on Untrusted Inputs in a Security Decision

: Inclusion of Functionality from Untrusted Control Sphere

: Missing Authorization
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* CERT Secure Coding Standard

« http://blog.ohgaki.net/cert-top-10-secure-coding-
standard

- CWE/SANS TOP 25

- http://blog.ohgaki.net/sans-cwe-top-25-monster-
mitigation

- OWASP Secure Coding Practices

- http://blog.ohgaki.net/owasp-secure-coding-
practices-quick-reference-quide
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