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Windows/ CRails4
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Ruby 1.9.3
New deprecation policy
AP page and action caching
AR observers
AR sessijon store
Turn into plugins
AP url_for :controller / :action
AMo mass assignment sanitizer
Active Resource
vendor/plugins was removed
Strong parameters
Routing concerns
ActionController::Live
Declarative ETags
Caching
Russian doll caching
Turbolinks
Decouple AV from AC

Do not depend on AM

2013/07/08 [ LRuby=3:%2013

Upgrade

(C) Electronic Service Initiative, Ltd.

Ceneral

Security

Future

ActiveModel::Model
New Scope AP
Schema cache dump
Support for specifying transaction isolation level
Queue AP
Async Mailers
Dalli
Notifications start & finish
Thread safe on by default
PATCH verb
match do not catch all
html entities escaped by default
New security headers
Google security changes
Rails API
Active Model Serializers

Rake Pipelining



http://edgeguides.rubyonrails.org/4_0_release_notes.html

Rails4 Major Features

Ruby 2.0#%, 1.9.3+BA L

Turbolinks

Russiaon Doll Caching
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Confidentiality

Availability /, \ Integrity
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* SANS/CWE TOP25 Monster Mitigation #1
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Weak Parameter

@post.update_attributes(post params)

INUF—> g > W8k

[ Rails3

@post.update_attributes(:user, 'User Name")
@post.update _column(:user, 'User Name')

JN\USF—= g > 8|1
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Strong Parameter

JINUF—>3 > hEHE

[Rails4
class UsersController
private
def user params
params.require(:user).permit(:name, :email).validate(self)
end
end

|| Rails3 | https://githulbb.com/rails/strong parameters
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https://github.com/rails/strong_parameters
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@post.update_attributes(post params)
| RoHs4|
@post.update(post _params) JUUF— 5 S hEE

[ Rails3 |
@post.update_attributes(:user, 'User Name')
@post.update_column(:user, 'User Name')

@post.update_column(post params)
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Defense for Major Threats
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Javascript
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« B1EH N (C(E<%=raw var %>, <%== var %>
*h, html_escape®, json_escape, sanitize_css

o XN (F<% somePost.content.html_safe %>

sURLT>— I : url_encode(s)

*FormHelper: check_box, etc
e FormTagHelper: HTMLD A — A5
e UrlHelper: link_to*, button_to, mail_to

e SanitizeHelper: sanitize*, strip_*
e JavaScriptHelper: escape_javascript

« T, SR
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e ORMIC K D1REE - find, update, etc

e JL A XILE
Rails4

User.where(["name = ? and email = ?", "Joe", "joe@example.com"])

User.where([ "name :name and email = :email",

{ name: "Joe", email: "joe@example.com" }])

e sanitize* XYW RCIXRO—T

sanitize sql([“name="%s" and group id='%s’, "foo'bar”, 4])

-» "name='foo''bar' and group_id='4
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CSRF

session_id=xyz

webapp.com/project/1/destroy

<img sre="http://www.webapp.com/
project/l/destroy" />
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http://guides.rubyonrails.org/security.html#cross-site-request-forgery-csrf

e ActionView

<head> <%= csrf=meta=tags %> </head>

def
if protect _against forgery?

[
tag('meta’, :name => 'csrf-param', :content => request_forgery protectio
tag('meta’, :name => 'csrf-token', :content => form_authenticity token)

].join("¥n").html safe

e Controller

protect_from_forgery secret: "123456789012345678901234567890..."
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protect from_forgery with: :exception
protect from_forgery with: :null session
protect from_forgery with: :rest session
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e config.force_ssl = true

e 1—=g>F 457023 (?)
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Session Fixafion

* Railsotty =3 > EEBEBE LY > 3 VEE{LICHSS
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e reset _session

3: _session_id=xyz

fixate session

6: GET /useriprofile
session_id=xyz

5: login/
password

4: GET Nogin

‘ session_id=xyz
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def (filename)
filename.strip.tap do |name]|

name.sub! /¥A.*(¥¥|¥/)/, '

name.gsub! /[~ ¥w¥.¥-1/, ' '

o[ EBIRS BIF TSN ? RSN ?
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TestAPP: :Application.config.secret _key base = ‘0982380234...°

¢ V—ANDESTIAFHEING (OSSTIFZA)
o CWE-798 SANS/CWE TOP 25 #7

TestAPP::Application.config.secret_key base = [ "SECRET_KEY_BASE"' ]
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More Ruby on Rails

n RailsGuides Home  Guidesindex>  Contribute Credits

RAILS

Ruby on Rails Security Guide

This manual describes common security problems in web applications and how m Chapters
to avoid them with Rails. 1. Introduction

After reading this guide, you will know:
¥ All countermeasures thar are highlighted.

7 The concept of sessions in Rails, what to put in there and popular attack
methods.

4 How just visiting a site can be a security problem (with CSRF).

 What you have to pay attention to when working with files or providing an
administration interface.

” How to manage users: Logging in and out and attack methods on all
layers.

# And the most popular injection attack methods. 3. Cross-Site Request Forgery
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OWASP TOP 10

& Log in / create account

OWASP

The Open Web Application Security Project

Page Discussion Fead “iew zource VWiew history

MHavigation

Top 10 2013-Top 10

Home

fbout OWASF
fppSec Conferences
Chapters 2013 Top 10 List

Downloads

2013 Table of Contents
Al-Injection —

Mailing Lists

Ile mbership Al-Injection
hems

Cfdis P Books

CASP Gear

CWAASP Initiatives

CdisP Projects AZ—Broken
Prezentations Authentication and
Prezs Session

Wideo Manazement
Woluntesr With CWaASP

Injection flaws, such az S0L, OF, and LDAF injection occur when untrusted data is sent to an interpreter as
part of a command or query. The attacker’ s hostile data can trick the interpreter into executing unintendsd

commands or accessing data without proper authorization.

Application functions related to authentication and session manazement are often not implemented
correctly, allowing attackers to compromise passwords, keys, or session tokens, or to exploit other

irmplernentation flaws to assume other users’ identities.

; HE2 flaws occur whenever an application takes untrusted data and sends it to a web browser without proper
A3F-Cross—Site

validation or ezcaping. XSS allows attackers to execute scripts in the victim' = browser which can hijack user
Reference Scripting (X58) P F J

zeszions, deface web sites, or redirect the uzer to malicious sites.
Bt ivities
fittacks

Code Snippets ) & direct object reference ocours when a developer exposes a reference to an internal implementation
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Common Weakness Enumeration

A Communitv-Developed Dictionary of Saftware Weakness Types
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Full Dictionary View
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Research View
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Sources
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Section Contents
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Monster Mitigations
Contributors
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Training Materials
FAQs
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2011 CWE/SANS Top 25 Most Dangerous
Software Errors

Copyright @ 2011 The MITRE Corporation

http://cwe.mitre.org/top25/
Document version: 1.0.3 (pdf) Date: September 13, 2011

Document Editor:
Steve Christey (MITRE)

Project Coordinators:

Bob Martin (MITRE)
Mason Brown (SANS)
Alan Paller (SANS)
Dennis Kirby {SANS)

Introduction

The 2011 CWE/SANS Top 25 Most Dangerous Software Errors is a list of the most widespread and
critical errors that can lead to serious vulnerabilities in software. They are often easy to find, and
easy to exploit. They are dangerous because they will frequently allow attackers to completely
take over the software, steal data, or prevent the software from working at all.

The Top 25 list is a tool for education and awareness to help programmers to prevent the kinds of
vulnerabilities that plague the software industry, by identifying and avoiding all-too-common

(C) Electronic Service Initiative, Ltd.


http://cwe.mitre.org/top25/

Rails/GemZz{S%8 9 B ?

2013/07/08 fLLRuby=3%2013 (C) Electronic Service Initiative, Ltd.



Rails/Gem”&

2013/07/08

SRR CE DN ?

(ERRT DCHICIRET DT EHEK
*SANS/CWE TOP 25 - RIERRHMEB D — RODERAS
*Rails4 - 100000=w XA E. 500A LD KNUE1—%

eRaAISSETD/INUFT = 3 DHIBERA N TS0F7 4 A EIFVZI ALY

* Mass AssingnmentfE & (ZPHPDregister_globalsfEizE & [ U kR
*SANS/CWE TOP 25(C5E& N TUVDIEFEEBEZB SN TULVRWC EE
w3 U EIECDEFMRKIEESN TR (BETHNII/NIZD)
*Ruby 2.1 TscrubBA (RIEXZFI>O—5 1 > 3R)

x2S HREMEEINDAEDORTE TELLWESR] (CDVLWTER
Nohnsd
offl : XFT>>A—F4>0/)\UF—>3>, v g EFEbxdsR

ILIRUbyZ=3%2013 (C) Electronic Service Initiative, Ltd.



action_view¥helpers¥tag_
helper.ro

» TagHelperlCFIFAEN 35T EHELIE
def ( )

value = value.join(" ") if valwg.is a?(
value_= ERB::Util.h(value) if esCme
%(#{key ™ git{value}")

end

Options

The ertions hash is used with attributes with no value like (dizabled and readonly)
which yvou can give a value of true in the eptions hash. You can use symbals or strings
for the attribute names

2013/07/08 I LRuby=3:%2013 (C) Electronic Service Initiative, Ltd.



J:ﬁ‘& L) Lﬁ?ﬁ%% (L_LZ\/A

* SANS/CWE TOP25 Monster Mitigation #2

c TR —T7 = AJIN— — ) F—3v

—

TF 1T WRZITDCIEFEDED [ ARl ZIEULFID
[ ADfERR] ZRD(C(E [ | Z=xd
[ | DEFEMNIEULA, FEOHIHIEUWLHEIFTE]EE

| DEFEMNIE UL IR EE

*“‘

2013/07/08 I LRuby=3:%2013 (C) Electronic Service Initiative, Ltd.

vV v v Vv



L —ALADJD—20 -S43
EDfEELA

2013/07/08

* APIICHIPRN DD Z L (F=H Tz D FI
NRANTSUFT 14 A THDEFRSIRN

ey

* APIZZEDHIIC, &2 LRI D

ey

e BIXVANTEANERICTZDDNMER T D

LLRuby=3:%2013 (C) Electronic Service Initiative, Ltd.



QE%@Dﬁ&D;éMEbT

WEBZ T UDtzF+1 T OBRLEDE(E

2013/07/08 [ LRuby#=:%2013 (C) Electronic Service Initiative, Ltd.


mailto:INFO@ES-I.JP

